UHcopmaumoHHaa namaTKa Ans odyyarLwmxcs Ans pasMelleHns Ha
odumumanbHbIX AnTepHeT-pecypcax

C kaxabiM roagoM MOJOAEXW B MHTEPHETE CTaHOBUTLCA Bornblue,
a LKOMbHMKM OAHW M3 CaMblX aKTMBHbIX Mofib3oBaTenen PyHeTa.
Mexay TemM, MOMUMO OrPOMHOrO KONMYeCcTBa BO3MOXHOCTEW, MHTEPHET
HeceT 1 npobnembl. ITa NamsaTKka AOSMKHA NoMoYb Tebe BesonacHo
HaxoAUTbCHA B CETU.

KomnbloTepHble BUpYChI

KOMNbOTEPHBIN BUPYC - 9TO PasHOBUOHOCTb KOMMbHOTEPHbIX
nporpamMm,  OTIANYUTENBHON  OCODEHHOCTbLKD  KOTOpPOW  SAABMSIETCA
CNOCOBHOCTb K pa3MHOXeHUo. B gononHeHne K 9ToMy, BUPYCbl MOTYT
NnoBpeauUTb WNU MNOSIHOCTBLKD YHUYTOXUTb BCe dannbl M OaHHble,
NMOAKOHTPOSbHbIE MOSfb30BaTEN0, OT UMEHM KOTOpPOro Obina 3anylleHa
3apaxeHHasa nporpaMmma, a Takke NoBpeauTb WU Jaxe YHUYTOXUTb
ornepaumoHHY0 cucteMy co Bcemu damnamm B Lenom. B 6onblunHcTBe
Cny4yaeB pacnpoCTpaHSTCS BUPYCbl YEPE3 MHTEPHET.

MeTonbl 3aLWMTbl OT BPE€AOHOCHbLIX NPOrpamMm:
1. Vicnonb3ynm coBpeMeHHble OnepauuoHHble CUCTEMbI, UMelLue
CepbE3HbIN YPOBEHb 3aLUTbl OT BPEAOHOCHbLIX MporpamMm;
2. MocTtoaHHO ycTaHaBnuBan navytM (uMdpoBbIE 3annaTku, KoTopble

aBTOMaTU4YECKN YyCTaHABNUBAKOTCA C Lenbo AopabTku nporpaMmmbl) U
apyrme oOHOBMNEHUs1 cBoen onepaumoHHon cuctembl. CkaumBan ux
TONbKO C ouumansHoro camta paspabotumka OC. Ecnu cyuwecTtByeT
pPeXMM aBTOMaTUYECKOro 0BHOBMEHNS, BKIOYN €rO;

PaboTtan Ha cBoeM KoMMbiloTepe Mo npaBamMu nosfb3oBaTens, a He
aAMUHUCTpaTopa. 3TO He no3BOSUT OOSbLINMHCTBY BPELOHOCHbIX
NporpamMm UHCTanNMpPoOBaTbLCS Ha TBOEM NepPCOHaNbHOM KOMMNbIOTEPE;
Mcnonb3yn aHTUBUPYCHble MporpaMMHble  MNPOLYKTbl  U3BECTHbIX
npou3BoanTenen, ¢ aBToMmaTtnieckum obHosneHnem 6as,

OrpaHunyb M3n4ecKkuit JOCTYN K KOMMbIOTEPY AS151 MOCTOPOHHMX N,
Mcnonb3yn BHELLHWE HOCUTENN MHGOOpMaLMN, Takue Kak doneLuka, aucK
nnun pansn n3 NHTepHeTa, TOSTbKO U3 NPOodepPEHHbIX NCTOYHUKOB;

He oTKpbiBan KOMNbIOTEPHbIE Pansibl, NOMyYEeHHble U3 HeHaOEXHbIX
NCToYHMKOB. [axe Te aunnbl, KOTopble npucran TBOM 3HAKOMbIN.
Jlyywe yTouHKM y Hero, oTnpasnsan nu oH Tebe mx.

Cetn WI-FI

Wi-Fi- 310 He B1A nepedaym AaHHbIX, HE TEXHOMNOIMS, a BCEro NNLLb

Openg, Mapka. Ewe B 1991 rogy HuagepnaHackass KomMaHus
3apeructpupoBarna 6peHg «\WECA», 4To obo3Havano
cnosoco4veTaHne «WirelessFidelity»,koTopbin nepeBoauTCA Kak
«becnpoBogHasi TO4YHOCTbY.



[o Hawero BpeMeHu powna gpyras abbpesuartypa, KoTopas
ABNSAETCHA TaKOW >Xe TexHonorven. IJ1o abbpesuatypa «Wi-Fi». Takoe
Ha3BaHMe ObiNO0 JaHO C HaMEeKOM Ha CTaHAapT BbICLUMIA 3BYKOBOMW
TexHukn Hi-Fi, 4To B nepeBoae O03Ha4YaeT «BbICOKAA TOYHOCTbY.

[a, 6ecnnaTHbIA MHTCPHET-OOCTYN B Kadye, OTensiX U asponoprax
ABNSAETCH OTNNYHON BO3MOXHOCTbLIO BbiXxoda B WHTepHeT. HO MHorue
aKcnepTbl cuuTaloT, YTO obwenoctynHole WiFiceTu He ABRsSOTCS
B6e3onacHbIMM.

CoBeTbl N0 6e3onacHocTK paboTe B 0bueaocTynHbix ceTax Wi-fi:
He nepenasain cBOK NUYHYO MHdOpMaUnio Yepes obuwenoctynHble Wi-
FiceTn. Pabotaa B HuUX, XenaTenbHO HE BBOAWTb MaponiM AoCTyna,
NOrMHbI U Kakne-To
HOMEpa;
Ncnonb3yn n OBHOBNAN aHTMBUPYCHblE NporpaMmmbl U OpaHamayep.
Tem cambiM Tbl obesonacuwb cebs OT 3akaykm BuUpyca Ha TBOe
YCTPOMNCTBO;
Mpn wucnonb3oBaHun Wi-FioTknoun  cyHkumo  «OOwmnn  goctyn K
annam 1 npuHTepam». [aHHasa yHKUMA 3akpbiTa MO YMOSMYaHWUIo,
O[HaKO HeKOTOopble Mofb3oBaTeENN aKkTUBUPYKT €€ ana ynobcteBa
ncnonbL3oBaHua B pabote unu yyebe;
He wcnonb3yn nybnuuHbin WI-Flana nepegadn nuYHbIX  OaHHbIX,
Hanpumep Ans Bbixoda B couuanbHble CETU UM B SNTIEKTPOHHYIO NMOYTY;
Mnonb3yn TONMbkKO  3awmuwieHHoe coeauHeHne depe3 HTTPS, a
He HTTP, T.e. npu Habope Beb-agpeca BBOAN UMEHHO «https://»;
B mobunbHoM TenedoHe oTknoun yHKkuuio «lloaknoveHne K Wi-
FiaBTomaTtuyecku». He ponyckan aBTOMaTUYECKOro MOAKMHOYEHUS

ycTponctea Kk cetam Wi-Fibes TBoero cornacums.
CounanbHble ceTu

CoumanbHble CceTU aKTUBHO BXOAAT B HaLUy XXWU3Hb, MHOrMe nogu
paboTaloT 1 XMBYT TaM NOCTOSAHHO, a B Facebookyxe 3apernctpupoaH
MUNNnapg 4vernoBek, YTO ABMSETCA OOHOW CedbMOW BCEX XXUTESEWN
nnaHeTtbl. MHorme nonb3oBaTeNnuM He MNOHMMAT, YTO WHOopMaums,
pasMelleHHass MMM B couMarnbHbIX CETSAX, MOXEeT OblTb HanmgeHa wu
Mcnosib3oBaHa KeM YrogHo, B TOM 4ucrie He obdasaTenbHO ¢ Gnarnmu
HaMepeHNAMM.

OcHoBHble coBeTbI N0 BE30NacHOCTN B COLManbHbIX CETSX:
1. OrpaHmyb cnncok apysen. Y Tebss B Opy3bsX He [OOMKHO ObliTb
CllydarHbIX N HE3HAKOMBbIX JTHOOEN;

3awumiwan CBOK 4acTHYK XM3Hb. He ykasbiBan naponn, TenedoHsbl,
agpeca, faty TBOEro poXAEHUS U OPYryl NUYHYK WHOOPMaLUUIO.
3MOYyMbILLNEHHNKN MOTYT UCMNOSMb30BaTh Aaxe MHopmMauutio 0 TOM, Kak
Tbl U TBOW pOAMTENN NIaHNPYyeTE NPOBECTU KaHUKYIbI;



3awumwan CBoK penyTaumio - OepXn ee B 4YMCTOTe U 3agdaBan cebe
BOMpocC: xoTen Obl Tbl, YTOObI ApyrMe nonb3oBaTenu BUOAENWU, YTO Thbl
3arpyxaewb? [logyman, npexae 4yem 4to-To onybnukoBaTb, HanucaTb
N 3arpysunThb;

Ecnu Tbl roBopuLLb C NIOAbMU, KOTOPbIX HE 3HaeLlb, HE UCMNOSIb3YyN CBOE
peanbHOE UMA W OPYryw JUYHYO WHOpMaUUK: UMS, MEeCTO
XUTenbCTBa, MECTOo y4ebbl 1 Npoyee;

N3beran pasmellenust ootorpacduin B IHTepHeTe, rae Tobl n3obpaxkeH
Ha MECTHOCTW, NO KOTOPOW MOXHO ONpeaeniuTb TBOE MECTOMOSIOXKEHUE;
[Mpn perucTpaumm B coumnanbHOM ceTn HeobxoauMMO WCMNOSb30BaTb
CINOXHble Naponun, coctodwmne n3s d0yke U umdp U ¢ KONNYECTBOM 3HAKOB
HEe MeHee 8;

Ons couwanbHOW cCceTu, No4YTbl W APYrnx camTtoB Heobxoaumo
ncnonb3oBaTb pasHble naponu. Toroa ecnu Tebs B3nomMawT, TO
3MOYMBbILSTEHHUKM MoflydaT AOCTYN TOSIbKO K OQHOMY MeECTy, a He BO
BCe cpasy.

ONEKTPOHHbIE AEHbIMN

OIEKTPOHHbIE AeHbIMM — 3TO OYeHb YA0OHbBIN Cnocob nnartexen,

OHaKO CyLeCTBYOT MOLUEHHUKN, KOTOPbIE XOTAT NOJTYHYUTb 3TN OEHbLI.

aﬂeKTpOHHble AOeHbrn noABuUIIMCb coecemMm HegaBHO N UMEHHO N3-3a

9TOro BO MHOINmxX rocygapcrteax Ao CMX nop He nponnmcaHo rnpo HMX B
3aKOHax.

B Poccun xe OHM (PYHKUMOHMPYOT M O HUX YXXe NPOnucaHo B

3aKoHe, rae WX pasfensitoT Ha HEeCKONbKO BMAOB - aHOHMMHbIE U He
aHOHUMHble. PasHuMua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
paspeluaeTcs NpPoBoAMTb onepaunn 6e3 naeHTudukaumMm nonb3oBaTens,

a

B HEaHOHUMHbIX VIJJ,GHTI/ICDVIKaLI,VII/I nonb3oBaTtend ABJ1AETCA

obs3aTenbHOMN.

Takke cnegyeT pasnuyaTtb 3N1EKTPOHHbIE dnaTHbIe AeHbIM (PaBHbI

rocyapCTBEHHbIM BanTaM) U 3MeKTPOHHble HeduaTHble AeHbrn (He
paBHbI FOCYAapCTBEHHbLIM BanoTam).

OcHoBHble coBeTbl no 6e3onacHon paboTte C  9NEeKTPOHHbIMU

AeHbramu:

1.

MpuBsXM K cYeTy MOOUMbHbIA TenedoH. OTO camMbld yOOOHbIA U

BbICTPbIN  cNOCOO6 BOCCTAHOBUTH OOCTYN K cyeTy. [lpuBA3aHHLIN

TenedoH MNOMOXET, ecnu 3abygellb CBOWM MnaTeXHbIM Naposib Un

3angellb Ha canT C He3HaKoMOro YCTPOUCTBa;

Ncnonb3yn ogHopasosble naponu. llocne nepexoga Ha YCUITEHHYIO

aBTOpM3aumto Tebe yxe He OyaeT yrpoxaTb OMAaCHOCTb KpaXku Win

nepexsaTta nnaTexHoro naposns;

1. Bblbepun cnoxHbin naposb. MNpectynHukam 6yaeTt He NpocTo yragaTtb
CIMOXHbIA Maposib. HagexHble naponu — 3TO Maposiv, KoTopble



cogep)xaTt He MeHee 8 3HaKOB M BKMNOYalT B CebS CTPOYHbIE U
NPONUCHbIE BYKBbI, LMUMPbl U HECKOSTIbKO CMMBOJIOB, TakMe KakK 3HaK
aonnapa, JoyHTa, BOCKNMMLATENbHbIN 3HaK n T.M.
Hanpumep, StRONg!;;
3. He BBOAW CBOM NYHbIE AaHHbIE HA canTax, KOTOPbIM He AoBepSeLlb.
ONeKTPOHHas no4yTa

ONeKTpOHHAas noyta — 3TO TEXHOSIorMs U npefocTtaBndemMble ek
YCIyrn Nno rnepecbike U MofyYeHUO 3MEeKTPOHHbBIX COOBLLEHUI, KOTOpble
pacrnpegensioTca B KOMMbOTEPHON ceTUn. OBObIYHO  3NEKTPOHHbIN
NOYTOBbLIN ALK BbIMNAANT cnegyloLwmnm obpasom:
UMS_Monb3oBaTena@uma goMeHa. Takke Kpome nepegayvv MNpoCTOro
TEeKCTa, MMeeTCH
BO3MOXHOCTb NnepenasaTtb hansbl.

OcHoBHble coBeThbI Mo 6e3onacHom paboTe ¢ 3NEKTPOHHOW MOYTOMN:

1. Hago BbIGpaTb npaBusibHbIA MOYTOBLIM cepBUC. B MHTEpHETe ecTb
OrpOMHbIN BblGOp 6ecnnaTHbIX MOYTOBLIX CEPBUCOB, OOHAKO Iy4lle
A0BEPATb TEM, KOO 3HaELLUb N KTO NEPBLIN B PENTUHTE;

2. He ykasblBa B NWYHOW MOYTE 5NUYHYO WHGOpMauuio. Hanpumep,
nydwe BbIbpaTb «My3blkanbHbMM_aHaTt@» wnun «pok2013» BMeCTO
«temal3»;

3. Mcnonb3yn OByxaTanHyl asTopu3auuio. 3TO Koraa MNOMMMO napons
HY>XHO BBOAWUTL Ko, Npucbinaemsiv no SiMsS;

4. Bblbepn cnoxHbln naponb. [Ons Kaxgoro novTtoBOro silmMka OOSMKEeH
ObITb CBOW HaAEXHbIN, YCTONYMBBIN K B3STOMY Maporsib;

5. Ecrnn ecTb BO3MOXHOCTb Hanucatb CamMOMy CBOW JIMYHbLIA BOMPOC,
MCMNOMb3yn 3TY BO3MOXHOCTb;

6. icnonb3ynW HeCKONbKO MOYTOBbIX AWMKOB. [lepBblM ONS 4YacTHOWM
nepennuckn ¢ agpecatamu, KOTOpbIM Tbl OBEPSiELLb. OTO 3NEKTPOHHbLIN
agpec He Hago Ucnosib3oBaTh MNPU perncTpauumHa oopymax n cantax;

7. He oTkpbiBa (aunbl U gpyrne BMOXEHUS B MNUCbMax faxe ecnu
OHUNPULLSIMOT TBOWUX ApPY3en. Jlydlle yTOYHM YHUX, OTNPaBnAsiv Jin OHU
Tebe aTn dannsl;

8. [locne okoH4YyaHma paboTbl Ha NOYTOBOM  CcepBUCe  nepen
3aKpbITUEMBKNAOAKUC CaWTOM He 3abyab HaxaTb Ha «BbinTny.,

KnbepbynnuHr — npecrnegoBaHMe COODLLEHUSMKN, coaepXallnumMmm
ockopbneHus, arpeccuto, 3anyrmpaHue; XynuraHcTBO; coumarnbHoe
BGoMKoTUpPOBaHME C MOMOLLIbIO Pa3fIMYHbIX UHTEPHEr-cepBUCOB.

OcHoBHble coBeThbl No 6opbbe ¢ kMbepbynnnHrom:
1. He 6pocancs B 6on. Jlydwmin cnocob: nocoBeToBaTbCA Kak cebsi BeCTU
N, €CNN HET TOro, K KOMY MOXHO 0B6paTUTbCA, TO BHa4arne yCrnokouTbCA.



Ecnu Tbl HayHelwb oOTBeYaTb OCKOPOMEHMAMM Ha OCKOpOMeHusi, To
TONbLKO eLle 6onblue pa3oxKellb KOH(INKT;

YnpaBsnan csoen knbeppenyTtaumnen;

AHOHMMHOCTbL B ceTu MHuUMas. CyLllecTBYKOT CNocobbl BbIACHUTb, KTO
CTOUT 32 @aHOHMMHbIM aKKayHTOM;

He ctouT Bectn XxynuraHckun obpas BUPTyanbHOW XWU3HU. HTepHeT
doMKCUpyeT BCe TBOW LENCTBUSA U COXpaHseT uX. Yaanutb ux oyoer
KpanHe 3aTpyaHUTESbHO;

Cobntogan cBon BUPTYyanbHYH YECTb CMOMoay;

NrHopupyn eauHundHbin HeratmB. OpQHOpa3oBble OCKOPOUTESNbHLIE
coobLieHuns nydwe urHopupoBaTb. OB6bIMHO arpeccusi npekpailaeTcs
Ha Ha4YanbHOW CTaAuvN;

BaH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOOLLIEHMSIMU, B
couManbHbIX CeTAX €eCTb BO3MOXHOCTb  ONOKMPOBKM  OTMNpPaBKM
coobLeHNn ¢ onpeaerieHHbIX

aZlpecos;

Ecnn Tbl ceBugetenb knbepOynnuHra. TeBoM OeUCTBUSA:BLICTYNUTb
NpoTMB npecregoBaTtens, nokasatb €My, 4YTO e€ero [OencTBus
OLIEHMBAIOTCA HeraTMBHO, noagepXaTb >KepPTBY, KOTOPOM HyXHa
ncuxoniormyeckad  MNomMollb,  COOOWMTL  B3poCbIM O  dohakTe
arpeccmBHOro NoBeaeHns B CETH.

MobunbHbIN TeENegoH

CoBpeMeHHble cMapTdOHbI U NNaHWeETbl cogepXaT B cebe BnonHe
B3pOCSbih  DYHKUMOHAN, W Tenepb OHUM MOrYyT KOHKYpupoBaTb CO
cTaumoHapHbiMKM  KoMnbloTepamn. OpHako, CcpeacTts  3awWwmTbl  Ans
NogoBGHLIX YCTPOMCTB MOKA O4YEeHb Mano. TecTupoBaHME UM MOMUCK
YA3BMMOCTEN B HUX NPOUCXOAUT HE TaK MHTEHCMBHO, Kak AT4a 1K, To Xe
camMoe KacaeTcst U MOBUMbHbBIX MPUNOXEHWUA.

CoBpeMeHHble MOBUNbHbIE Bpay3epbl yXXe MpakTUYecKn OorHanm
HaCTONbHbIE aHarnoru, ogHako pacwmpeHue (yHKuMoHana BredeT 3a
cobor 60MbLUYI0 CITOXKHOCTb M MEHbLUYH 3alULLEHHOCTb.

[laneko He Bce nNpPoOM3BOAMTENM BbINyCcKalOT OOHOBNEHMS,
3aKpblBalOLWME KPUTUYECKNE YSI3BUMOCTM O CBOMX YCTPOWCTB.

OcHoBHble coBeThbI Anst 6e3onacHOCTM MOBUNBLHOro TenedoHa:

Hundyero He saBnsieTcs no-Hactosaruemy 6ecnnatHbiM. Byab OCTOPOXeEH,
Beab Korga Tebe npeanaratoT 6ecnnaTHbIM KOHTEHT, B HEM MOTYT ObITb
CKpbITbl Kakne-To nnaTHbIEe YCnyru;

Ayman, npexge 4em otnpaButb SMS, oTo unn BuAeo. Tbl TOYHO
3Haellb, rae oHM ByayT B KOHEYHOM UTOre?

Heobxogmmo obHOBNATL ONepaLNoHHY0 CUCTEMY TBOEro cMapTgoHa:
cnonb3yin aHTUBUPYCHbIE NporpaMmbl 4na MOBUIbHBIX TeNedOHOB;



He 3arpyxan npmnoxeHns oT HEM3BECTHOIoO UCTOYHMKA, Be4b OHU MOryT

cofepxaTb BpeoHOCHOE nporpamMmmMmHoe obecrneveHue;

[Tocne TOro Kak Tbl BbiMgeWwb C cauTa, rge BBOOWT  JINYHYIO

MHdOOpMaLnIo, 3anam B HAacTporku bpaysepa 1 yganu cookies;

[Mepnogndeckn npoBepSAN Kakme LWTaTHble YCRyrM akTUBMPOBaHbl Ha

TBOEM HOMEpE;

1. [aBain cBon HOMep MOBUNLHOro TenedoHa ToMbKO NI0AAM, KOTOPbIX
Tbl 3HAELLb N KOMY [OBeEpSiELLb;

2. BluetoothgomkeH 6bITb BbIKIOYEH, KOrda Tbl MM HE MOSb3YyeLlbCs.
He 3abbiBan nHorga npoBepsiTh 3T0.

Onlinewnrpsl

COBpeMeHHbIe OHﬂaVIH-MprI - 3TO KpacCoO4yHble, 3axXBaTblBaloLlne

pa3BriedyeHnsi, obbegMHAOWME COTHU ThbICAY YerioBeK Mo BCEMY MUPY.
Nrpokn wuccnegytoT OaHHbIM UM MUp, obuwarTcsa apyr € Apyrom,
BbINOSTHAKT 3afaHnsA, CpaXalTcs C MOHCTpaMM WM MosfydyarT onbIT. 3a
yOOBOSbCTBME OHW MAAaTAT: NOKYNatT AMCK, onfiaymBaloT aboHEMEHT nnu
npuobpeTatoT Kakme-To onuumn.

Bce aTn cpeactea uayT Ha noadepkaHue n pasBuTUE Urpbl, a Takke
Ha camy 0e30nacHOCTb. COBEPLUEHCTBYOTCS CUCTEMbI aBTOPU3aLMMU,
BbiMycKaloTCA HOBble natyn (UundpoBble 3annatkiM Ans nporpamMm),
3aKpbIBaOTCH YsI3BUMOCTM CEPBEPOB.

B I'IOLI,O6HbIX nrpax CtoumT onacaTtbCA He CTOJIbKO CBOUX COMNEPHUKOB,
CKOJIbKO KpaXum TBOero naposfid, Ha KOTOpOM OCHOBaHa CUCTEMa
aBTopu3aunun fonbLKHCTBA nurp.

OcHoBHble coBeTbl N0 6e30NacHOCTN TBOEro UrPOBOro akkayHTa:
1. Ecnu gpyron urpok BegeT cebs nnoxo mu cos3gaeT Tebe HernpusTHOCTH,
3abnoknpymn ero B CNncke NrpoKos;
2. MNoxanynca agMuHuUcTpaTopaMm WUrpbl Ha MNIOXoe MnoBeJeHue 3Toro
Urpoka, XernaTtenbHO MNPUIOXUTb Kakue-TO [JokasaTernbcTBa B BuAe
CKPVHOB;
He ykasbiBan nn4Hyo nHgopmauuio B npodpanse urpbl;
YBaxan gpyrnx y4acTHUKOB MO Urpe;
He ycTtanHaBnuean HeoduumnanbHblie NnaTtym n Moabl;
icnonb3ymn crnoxHble 1 pasHble naponu;
1. [axe BO BpeMda Urpbl HE CrouT OTKMA4YaTb aHTuBupyc. [loka Tbl
nrpaellb, TBOM KOMMNbOTEP MOTYT 3apasunThb.
PULIMHT K KpaXka NMUYHbBIX aHHbIX

oo A~ w



OObIYHOM KpaXkel [eHer WU [OOKYMEHTOB CErofHsi YXXe HUKOro He
YOVBUWb, HO C PasBUTMEM WHTEPHET-TEXHOSMOMMIA  3M0YMbILLUNIEHHMKN
NepeMecTunncb B MHTEPHET, U NPOAOIKAKT 3aHMMATbCHA «ITHOMMbBIMY»
Aernom.

Tak nosgBuMnacb HoBas yrposa: WHTEPHET-MOLUEHHUYeCcTBa WIS
duWwnHr, rmaBHasg  uUenb  KOTOPOro  COCTOUT B MOJSTyY4eHUn
KOH(pUaeHUManbHbIX OaHHbIX Nonb3oBaTersien — fornHoB 1 naponen. Ha
aHrnmnckoMm Aa3bike phishingumtaetca kak duwuHr (ot fishing— pbibHag
noBns, password— naporsb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULLIMHIOM:

1. Cneawn 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSA aHKeTa
Obina B3nomaHa, TO Heobxoammo 3abrnokumpoBaTb €€ U COooOLUTb
agMUHUCTpaTopam pecypca 06 3TOM Kak MOXXHO CKOpee;

2. Wcnonb3yn 6e3onacHble Beb-canTbl, B TOM YMCIie, UHTEPHET-MarasmHoB
N NOUCKOBbLIX CUCTEM,;

3. Mcnonb3yn cnoxHble U pasHble naponu. Takum obpasom, ecnn Tebs
B3/IOMAlOT, TO 3/I0YMbILUMIEHHUKM MnosfydaT LOCTYN TOSIbKO K OAHOMY
TBOEMY NPOUNIO B CETU, a HE
KO BCEM;

1. Ecnn T1eba B3nomanu, TO Heobxoammo npeaynpeautb RcexcBomx
3HaKoOMbIX, KOTOpble goOaBneHbl y Tebs B ApYy3bsiX, O TOM, 4YTO Tebs
B3nloManu 1, BO3MOXHO, OT TBOEro UMeHn ByaeT pacchbinartbcsa crnam u
CCbISTKM Ha OULLNHIOBbIE CaMThl;

YctaHoBu HagexHbl naposib (PIN) Ha MOBUNbHLIN TenedoH;
OTKnNoYKM coxpaHeHne napons B bpaysepe;
1. He oTkpbiBan dpannbl n gpyrune BIOXeHNA B MMCbMax Aaxe eCrn OHU
NpULWIIN OT TBOUX ApYy3en. Jlydwe yTOYHU Y HUX, OTNPaBIIsnn v OHK
Tebe aTn dhannoil.
Lindoposaga penytaums

LindbpoBas penytaumsa - 9TO HeratMBHas WU  MO3UTUBHASA
nHopmauua B cetm o Tebe. KomnpomeTupyowas WHpopmMmauus
pa3MelleHHas B UHTEPHEeTe MOXET Ccepbe3HbiM 00pa3oM OTpasnUTbCHa Ha
TBOEW peanbHoOM Xun3Hu. «LindpoBas penytauus» - 3TO TBON UMUOX,
KOTOpbIK hopMmnpyeTca n3 nHpopmauum o Tebe B UHTEPHETE.

TBOoe MeCTO XuTenbcTBa, Yy4ebbl, TBOE (PUHAHCOBOE MONOXEHUE,
0CODOEHHOCTU XapakTepa
N pacckasbl 0 BDINM3KKX - BCE 3TO HaKansMBaeTCcs B CETMW.

MHorne nogpoCTKM FIErKOMbICIIEHHO OTHOCATCA K Ny6riMkauum fnyYHOW
nHpopmaumm B VIHTepHeTe, HE MOHMMas BO3MOXHbIX MocrnencTsun. Tbl
AaXe He CMOXellb JoragaTtbCca O TOM, YTo dpoTorpadusi, pasmeLleHHasa 5
neT Hasap, ctana npMYMHON oTKasa NpuHATb Tebs Ha paboTy.



KommeHTapumn, pasmelleHne TBoux potorpacdun n gpyrme oencTens
MOFYT HE UCYE3HYTb JaXe Mocrie Toro, Kak Tbl UX yaanuib. Tbl HE 3Haellb,
KTO COXpaHun 3Ty nHdopmMauuto, nonasna v oHa B NOUCKOBbIE CUCTEMbI U
coxpaHuriacb N OHa, a [faBHOE: YTO nogymMalT O Tebe OKpyxawLiee
noauv, KoTopble HangyT M yBUAAT 3TOo. Hanmtu mMHdopmauuo MHOro net
CNycTa CMOXeT Nobon - kak n3 obpbix NODYXOAEHUN, TaK N C HaMepeHnem
NPUYNHUTDL Bpea. OTO MOXET ObITb KTO YroaHo.

OcCHOBHble coBeTbl HO 3aLunTe UMdpPOBOK penyTaLmu:

1. MNMogyman, npexage 4Yem 4TO-TO nNybnukoBaTb M NepefaBaTb y cebs B
6nore unu B coumansHOM CETU;

2. B HacTpomkax npoduna yctaHOBU OrpaHMYEeHUss Ha NPOCMOTP TBOEro
Npodouna n ero coaepXnmMoro, caenam ero TonbKo «4n4a Apy3en»;

3. He pasmelyan 1 He ykasbliBan MHGOPMaLUIO, KOTOpaa MOXET KOro-nmbo
ockopbnAaATb Unn obuxaTb.

ABTOpCKOEe npaBo

CoBpeMeHHble LUKOSMbHUKU- aKTUBHblE Monb3oBaTenn uUMdpoBOro
npocTtpaHcTBa. O4HAKO Aaneko He BCe 3HaOT, YTO MOfb30BaHME MHOMMMU
BO3MOXHOCTSAMW  UNpoOBOro Mupa TpebyeT cobnogeHus npaB  Ha
NHTEenNNeKkTyanbHyt0 COBCTBEHHOCTb.

|  epMuH «uHTennekTtyanbHasi COOCTBEHHOCTb» OTHOCUTCHA K
pasfnMYHLIM  TBOPEHUSIM 4YerloBeYeCKOro yma, HadMHass C  HOBbIX
n3obpeTteHnn n 3HakoB, 0BO3Ha4alLWMX COBCTBEHHOCTb Ha MPOAYKTbI U
ycnyrm , U 3akaHdmBas KHuramm, dotorpadomamMmn, KUHOUIIbMaMu W
MY3blKanbHbIMU NPON3BEAEHUSIMUN.

ABTOpCKMe NpaBa - 3TO NpaBa Ha UHTEeNseKTyanbHy0 COBCTBEHHOCTb
Ha NPOM3BEOEHUA HayKu, nuTepaTypbl M UCKycCTBa. AHropckue npasa
BbICTynawT B KayecTBe rapaHTum TOro, YyTO
WHTENNEKTyanbHbIN/TBOPYECKUN TPpyd aBTOpa He ByaeT HanpacHbIM, gact
eMy crpaBegnueble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro
Tpyda, NOnyyYuTb WM3BECTHOCTb M npudHaHue. Hukto 6e3 paspelueHus
aBTOpa He MOXeT BOCMpOU3BOAUTb €ro npounssegeHne, pacrnpocTpaHsThb,
nybnmMyHO AEeMOHCTpUpoBaTb, nNpodaBaTb, WMMMOPTUPOBATb, MNyckaTb B
npokat, Ny6rMYHO WCMNONHATb, MOKa3blBATb/UCMONHATE B 3admpe wunum
pa3mellatb B MIHTepHeTe.

Mcnonb3oBaHue «nNMpaTcKoro» MporpaMMHOr0 oGecneyeHuns MoXeT
NPMBECTU K MHOTMM pUCKaM: OT MOTEPU OaHHbIX K TBOMM akkayHTaM [0
OGnOKMPOBKN TBOEro YCTPOWCTBA, [Ae YCTAHOBMEHHLIN He neranbHas
nporpamma. He ctouT Takke 3abblBaTb, YTO CYLLECTBYET IeranbHble U
GecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HaNTU B CETMW.

O noptaue



CeTeBMYOK.p( - TBOW rMaBHbIA COBETYMK B CETU. 30ECb Tbl MOXELLb
y3HaTb 0 6e30MacHOCTU B CETU MOHATHBbIM U OOCTYMHbIM S3bIKOM, a Npwu
BO3HMKHOBEHUN KPUTUYECKOM CUTyaLmMn obpaTuTbCHa 3a coBeToM. A Takxke
NPUHATb y4acTue B KOHKYpCax 1 CTaTb caMblM LIMGOPOBBIM rpagaHnHom!

Mpunoxenne Ne3. MNamaTtka ana pogutenen o6 MHPoOpPMaLNOHHON
©e3onacHocTu geten

OnpeneneHne TepMnHa «MHGOpPMaUMOHHass 6e3o0nacHOCTb OeTEN»
coaepxutca B depepanbHom 3akoHe Ne 436-O3 «O sawmTte geten ot
MHpopMaunun, TMPUYUHAKOLWEN Bped WX 300POBbKD U Pa3BUTUIOY,
perynupyroLMM  OTHOLLUEHUS,, CBfi3aHHble C 3awuton getenm  OT
MHGOPMaLNK, NPUYUHSAIOWEN Bpen WX 340POBbHD U (UNKN) PasBUTUIO.
CornacHo gaHHOMY 3aKOHY «WMHGOpMaunoHHas Ge3onacHoOCTb eTeny -
9TO COCTOSIHME 3alUMLLEHHOCTU, NpPU KOTOPOM OTCYTCTBYET PWUCK,
CBSA3@HHbIA C NPUYUHEHMEM WMHOPMaUMen Bpeda Ux 340poBbl U (M)

hm3nyeckomy, NCUXMHECKOMY, LYXOBHOMY, HPDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa Ne 436-O3 wuHdopmaumnen,

NPUYUHSIOLWEN Bped 340POBbLIO U (MNn) pa3BUTUIO AeTEN, SABNSeTCs:

1.
2.

NHOpMaLnS, 3anpeLLeHHas ans pacnpocTpaHeHnsa cpean aeTen;
NHOpMaLNS, pacnpocTpaHeHNe KOTOPOW OrpaHUYEeHO cpeau neTeu
onpegeneHHbIX BO3pacLlbIX KaTeropun.
K nHpopmaunmn, 3anpelleHHoOM AOna pacnpocTpaHeHus cpeau OeTen,
OTHOCUTCS:
MHGopMauns, nobyxgawwaa [geted K COBEPLUEHU OeNCTBUM,
NpeacTaBnAwLWMX Yrpo3dy WX >XU3HM W (UNK) 300pOBbLO, B T.H.
NPUYNHEHNIO Bpeaa CBOEMY 30POBbID, CaMOybUINCTBY;
CNOCOBHOCTb BbI3BaATb Y AeTen XenaHue ynoTpedbutb HapKoTU4eckune
cpeacTtBa, MNCUXOTPOMHbIE M (MAKM) odypMaHuMBalWMe BeELLECTBa,
TabayHble M30enus, ankorosibHyK U CAMPTOCOAEPXKALLYK NPOAYKLUMIO,
NMUBO M HANUTKWN, N3roTaBfMBaeMble Ha ero OCHOBE; MPUHATb y4acTue B
a3apTHbIX Urpax, 3aHMMaTbCA MNPOCTUTYUMEN, BPOASKHUYECTBOM WK
nonpoLlanHN4ecTBOM,;
obocHoBbIBaOWass unu onpaegbiBatollas OOMyCTUMOCTb Hacunus u
(1nu) XEeCTOKOCTH nmbo nobyxaatowiad OCYLLEeCTBNATb
HaCUITbCTBEHHbIE AENCTBUSA NO OTHOLLUEHUIO K NIOAAM U XKUBOTHbLIM;
oTpuuarLlas cemenHble LEeHHOCTU U dopMupyollass HeyBaXeHue K
poauTensam u (Unun) 4pyrum YrieHam CeMbM;
onpasAblBaloLLiaa NPOTMBOMNPaBHOE NOBELEHNE;
cofepkallasa HeLleH3ypHY0 6paHb;
1. coaepxaLlias MHopmaumo nopHorpadnyeckoro xapakrepa.

K nHopmaunm, pacnpoctpaHeHe KOTOPOM OrpaHNYEeHOo cpean aeTen

ornpenesieHHo



BO3pacTa, OTHOCUTCA:

1.

NHopMauus, npeacTaBnsgemMas B Buage u3obpaxeHus wunm onvcaHus
XECTOKOCTW,  (M3M4yeckoro u  (MnNu)  MNCUXMYECKOro  Hacumnus,
NPEeCTYNNeHNs U1 MHOro aHTUOBLLEeCTBEHHOIO AEeNCTBUS;
BbI3blBalOLLAs y AeTen cTpax, y»Kac unv naHuky, B T.4. NpeacTasnsemas
B BuAe M300paKeHUs WUNU OrucaHus B YHWXaKLen 4ernoBeveckoe
AOCTOMHCTBO OpMe HEHaCUnNbCTBEHHOW CMepTWH, 3aboneBaHus,
camoybuncTea, HeCc4HacTHOro criydasi, aBapum Unu Kkatactpodbl 1 (Unn)
X NocrneacTBumn;
npeacraBnsieMas B Buae WU300paXeHUs wunu onucaHusa MoroBbIX
OTHOLLEHUN MeXY MY>XYUHOW U XXEHLLNHOW;
cogepxawiaa OpaHHble CcroBa W BbIpaXeHusl, He OTHocsAwMeca K
HeLeH3ypHOW BpaHu.

( ydeTom aToro Bam npeanaratotcsa npasusa paboTsl B cetu HTepHeT

AN pasnnyHbIX

BO3pPACTHbIX KaTeropum, cobniogeHne KoTopbix No3BonnT obecneymnTb
NHOPMALIMOHHYHO
©e3onacHoCTb BalUux geTen.

Ob6wume npasuna ans poguTtenen

1.

HesaBucumo oOT Bo3pacta pebeHka uWCMonb3yute nporpamMmmHoe
obecnevyeHne, nomorawwiee UIBTPOBATbL U KOHTPONMpPOBATb
MHOPMALMIO, HO He nonaramTecb MNOSIHOCTbKD Ha Hero. Bawe
BHUMaHME K pebeHKy - rmaBHbI MeTo[, 3aLUMnThI.

Ecnn Baw pebGeHOK wnMeeT akkayHT Ha OAHOM W3  coumanbHbIX
cepsucos(LiveJoumal!, blogs.mail.ru, vkontakte.run T.n.), BHMMaTEnbHO
N3yunTe, Kakyro MHOpMauMio MOMELAaT €ero y4YacTHUKM B CBOMX
npocunax n brnorax, Bkoyas goTtorpacdum n Bugeo.

[MpoBepbTE, C KAaKMMU OPYrMMU canTamMu CBA3aH CouMnalnbHbIA CepBUC
Bawero pebeHka. CtpaHudkn Bawero pebeHka MoryT ObITb
B6esonacHbIMKU, HO MOTYT U COAEPXaTb CCbUIKM Ha HexenaTesnbHble U
ornacHble canlTbl (Hanpumep, MNOPHOCAWT, UMM CauT, Ha KOTOPOM Apyr
ynoMmnHaeT HOMep COTOBOro TenedgoHa Bawero pebeHka wnnu Baw
AOMaLlHUI agpec)

[Moowpsante Bawwux peten coobwatb 060 BceM CTpaHHOM WU
OTTanKMBaKLLNM W He CIIMLLIKOM OCTpPO pearumpymte, Korga OHW 3TO
AenatoT (M3-3a ornaceHust NoTepsTb OCTYN K TepHeTy AeTn He roBopAT
poautenamMm o npobnemMax, a Takke MOryT HadaTb MWCNoSfib30BaTb
NHTepHeT BHE JOMaA W LUKONbI).

ByaobTe B Kypce ceTeBou Xu3Hu Bawero pebeHka. IHTepecynUTech, KTO
nx Opysbs B VIHTEpHET Tak Xe, Kak WHTepecyeTeCb peasibHbIMU
APY3bsSMMU.

BospacTt ot 7 0o B nert



B NHTepHeTe pebeHOK cTapaeTcsa NOCETUTb T€ UMM MHblE CanlTbl, a
BO3MOXHO M 4YaTbl, pa3peLlleHne Ha rnoceLleHne KOTOpPbIX OH He NOomy4Yus
Obl oT pogutenen. lNoatomy poautensm oOcobeHHO nonesHbl dyayTt Te
OTYeTbl, KOTOpble MPeaoCTaBnATCA nporpaMmamMm HO OrpaHUYEHUIo
ncnonb3oBaHuna VIHTepHeTa, T. €. POONTENbLCKNN KOHTPOSb UK TO, YTO Bbl
CMOXeTe yBMaeTb BO BpeMeHHbIX ¢hannax. B pesynbTtarte, y pebeHka He
BygeT owyleHns, 4To 3a HUM BeOeTCHA NOCTOSIHHbIA KOHTPOSNb, O4HAaKo,
poanTenn dyayT No-npexHeMy 3HaTb, Kakme canTbl NoceLlaeT nx pebeHok.
[deTn B gaHHOM Bo3pacTe o06MnagatT CUMbHBbIM YyBCTBOM CEMbW, OHU
OOBEpPYMBLI U He COMHeBaloTcs B aBToputetax. OHM nobat urpaTtb B
ceTeBble Urpbl U NyTewecTBoBaTb MO HTEPHETY, UCNOMb3YS ANIEKTPOHHYIO
nouTy, 3aX0auUTb Ha CanTbl U YaTbl, HE PEKOMEHAOBAHHLIE POOUTESNSIMMA.

CoseTbl o 6e3onacHoCcTK B ceTu VHTepHeT ans aeten 7-8 ner

1. CosganTte cnMCOK gomallHMX npaBwusl noceweHns WHTepHeTa npwu
ydyactum geten n Tpebynte ero BbINoSHEHUS.

2. Tpebyute oT Bawero pebeHka cobnogeHns BpEMEHHbIX
HOPM HaxoXaeHust 3a KoMmnbloTepom. [lokaxute pebeHky, 4To Bbl
HabntogaeTe 3a HAM He NOTOMy YTO Bam aT0O xo4yeTcs, a noToMy 4TO Bhl
BGecnokonTecb 0 ero 6e3o0nacHOCTM K BCerga rotoBbl €My NMOMOYb.

3. KomnbloTep ¢ noakntoyeHnem K WHTEpHeTy OOofmKeH HaxoauTbCa B
obLen kKoMHaTe nog NPUCMOTPOM poauTenen.

. Wcnonb3ynTte cneyunanbHble AETCKME MOUCKOBbLIE MALLUHBI.

5. Mcnonb3ynTte cpeactBa GNOKMPOBaAHNSA HeXenaTenbHOro KOHTEHTa Kak
AOMOSIHEHME K cTaHO4apTHOMY PoanTESNIbCKOMY KOHTPOJTIO.

6. Co3panTe CEMENHbIN ANEKTPOHHbLIN AWKNK, YTOObI HE MO3BOSNUTL OETAM
MMeTb COOCTBEHHbIE adpeca.

7. bnokupynte goctyn Kk caMtam ¢ 6ecnnaTHbIMU NOYTOBbLIMU SALWMKAMWU C
MOMOLLIbIO COOTBETCTBYHOLLLErO MPOrpaMMHOro obecrneyeHums.

8. [Mpnyunte geten cosetoBaTbCs ¢ Bamu nepeq onybnukoBaHMeM Kakou-
nmbo  uHdopmMaumn  cpeactBamMuM  ONEKTPOHHOW  MOoYThl, 4aToB,
perncTpaumoHHbIX opM 1 nNpodounen.

9. Hayuute pgeten He 3arpyxaTb pansbl, nporpammbl UM My3sblky 6e3
BaLUlero cornacus.

10. He paspewante geTtsMm mcnonb3oBaTb Chy6bl MrHOBEHHOro obmeHa
COODLLEHNAMMN.

1. B «6enbin» cnucok canToB, paspeLlleHHbIX AN NoceLleHns, BHoCuTe
TONbLKO CanTbl C XOpOoLUen penyTaunen.

2. He 3abbiBanTte 6ecepoBatb ¢ aetbMn 06 mMx apysbsix B VIHTepHeTe,
Kak ecnu Obl peyb LWna o gpy3bax B peasibHOM XU3HW.

3. He penante «Taby» K3 BOMPOCOB MOSIOBOW XWU3HW, TaK Kak B
NHTepHeTe OeTu MOryT Jerko HaTKHYTbCA Ha MopHorpaduio mnm
caunTbl «4ns B3pOChnbIX».

4. Mpuyynte Bawero pebeHka coolbliaTb BaM O fOObIX yrpo3ax unm
TpeBorax, cBsi3aHHbIX ¢ VHTepHeToM. OcTaBanTeCb CMNOKOWHbIMU Y



HanOMHUTE OETSAM, YTO OHM B B€30MacHOCTH, eCniv caMun pacckasanu
BaM O CBOMX TpeBorax. [loxsanute nx n NnocoseTynute NogouTn elle
pa3 B NOAOOHbIX criyyasx.

BospacTt geten ot 9 0o 12 net

B naHHOM BO3pacte AeTn, Kak npaBwusio, yxe HacllblllaHbl O TOM,

Kakasi MtHdopMauus cywectsyeT B MIHTepHeTe. CoBepLLUEHHO HOpMarbHO,
YTO OHW XOTAT 3TO YBMAETb, MPOYECTb, YCNbllaTb. [1pyn 3TOM HYXHO
MOMHUTb, YTO AOCTYN K HeXenaTenbHbiIM MaTtepuanam MOXHO Ierko
3abnokMpoBaThb Npu NoMoLLmM cpeacTs PoanTenbCckoro KOHTPOIS.

CoBeTbl No 6e3onacHoe ra gnsa geten ot 9 go 12 ner
1. Cosgante cCNMCOK [JOoMallHMX MpaBun noceweHna WHTepHeT npu
yyactum geten u Tpebyinte ero BoINOLWTEHUS.
2. Tpebynte or Bawero pebeHka cobniogeHuMss HOPM HaxoXaeHus 3a
KOMMbIOTEPOM.

1.

10.

11

Habntogante 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaXUTe
emy, 4yto Bbl 6ecnokontecb 0 ero 6e3onacHOCTU M Bcerga rotosbl
oKasaTb eMy NOMOLLb.

KoMmnbloTep € noaknioyeHnem B MHTEpPHET OOSMKEH HaxoguTbCsl B
obLLen KoMHaTe nNog NPUCMOTPOM poauTenen.

Mcnonb3ynte cpeactBa GrIOKMpOBaHMS HeXenaTernbHOro KOHTEHTa
Kak OOMOMNHEHMe K cTaHgapTHOMY PoamMTenbCKOMY KOHTPOTIO.

He 3abbiBanTe npuHMMaTb HENOCPEACTBEHHOE YydacTue B >KU3HMU
pebeHka becenoBaTb C AeTbMM 00 nX Apy3bsx B IHTepHeTe.
HactanBante, 4ytobbl OeTM HUKOrga He cornawanucb Ha JfU4YHble
BCTpeuun ¢ Apy3bsimu rno VIHTepHeTy.

[No3BonanTe geTam 3axoAuTb TOJNbKO Ha CanTbl U3 «Denoro» cnmcka,
KOTOPbIN cO34anTe BMECTE C HUMM.

[Mpuyunte Oeten HUKOrga He BblgaBaTb JIMYHYKO WHGOPMaLUIO
cpeacTBaMU  3fEKTPOHHOM MOYTbI, 4YaToOB, CUCTEM MrHOBEHHOIO
obMeHa  CcooOLWEeHNsMKN,  PErMCTPaUMOHHBLIX  (POPM,  JIMYHBIX
npodounen 1 Npu pernctpaumm Ha KoHKypcbl B IHTepHerTe.

Mpuyunte pgeten He 3arpyxaTb nporpammbl 6e3 Bawero
paspelwieHusi. O6bACHUTE UM, YTO OHM MOTYT CIlyManHO 3LWPY3UTb
BUPYCbl NN OPYroe HexenatenbHoe nporpammMmHoe obecneveHue.
CospganTte Bawemy pebeHKy OorpaHM4YeHHYK Y4YeTHYH 3anucb ASs
paboTbl HA KOMMbIOTEPE.

Mpunyunte Bawero pebeHka coobliaTb BaM O foObIX yrpo3ax unm
TpeBorax, cBs3aHHbIX ¢ VIHTepHeTOM. HanoMHuTe aeTsm, 4To OHM B
BGesonacHoCTn, ecrnm camMu pacckasanuM BaM O CBOMX TpeBoOrax u
ornaceHusx.

. PacckaxuTte getam o nopHorpadum B UHTepHeTe.



12. HactamBante Ha rom, 4ytobbl OeTW NpeaocTaBnsanM Bam OOCTyn K
CBOEN 3MEKTPOHHOM no4yTe, 4YTOObl Bbl Y6EeauMnnCb, YTO OHM He
obLarTCca ¢ He3HakoMLaMMu.

13. ObbsAcHUTE [eTaM, 4YTO Henb3A uUcnonb3oBaTb CeTb  AnA
XynUraHcTBa, pacnpocTpaHEHUs CrfeTeH Unm yrpoa.

BospacTt geten ot 13 go I net

B aTom BO3pacTte NoOpPOCTKM aKTUBHO WCMOMb3YKT MNOUCKOBbIE
MalUWHbI, MONb3YTCHA 3NEKTPOHHOW MOYTON, cryx6amm MrHOBEHHOIO
obmeHa coobLeHnamn, ckaumBaloT MY3bIKY n dunbmbl.
Manbymkam roTom Bo3pacTte 6Gonblwle N0 HpaBy CMeTaTb Bce
OrpaHUYEHnsi, OHWU XaxayT rpyboro tomMopa, asapTHbIX WUrp, KapTUHOK
«ana B3pocnbixy». [eBoYkn npeanodnTatoT obwarbcs B YaTax, Nnpu 3ToMm
OHU ropasgo bonee 4YyBCTBUTESbHbI K CEKCyaribHbIM JOMOraTenbCcTBam B
NHTepHeTe.

3a4acTyio B AaHHOM BO3pacTe poauTensMm yxe BeCbMa CIIOXKHO
KOHTpONUpOBaTb CBOUX OeTeW, Tak kak ob VHTepHeTe OHWM yxe 3HatloT
3HaunTenbHO 6ornblue cBOMX poauTenen. Tem He MeHee, He OTnycKauTe
neten B «cBobogHoe nnasaHue» no MHTepHeTy. CTapanTeCb aKTUBHO
ydyacTtsoBaTtb B 06weHnn pebeHka B IHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasuna WHTepHeT-
BGe3onacHoCTK - cornalleHne mexay poautenamm n getbMu. Kpome Toro,
HeobXoAMMO Kak MOXHO 4alle npocMaTpmBaTb OTYETbI O AEATENbHOCTU
peten B UHTepHeTe. Cnenyet obpatuTb BHMMaHME Ha HEOBXOOMMOCTb
coaepXaHus poauTenbCKUX Mnaponen (naponen agMUHUCTPaToOpoB) B
CTPOIOM cekpeTe 1 06paTnuTb BHUMAHUE Ha CTPOroCTb 3TUX Naposien.

CoBeTbl N0 6e30nacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. CosganTte cNMCOK OoMallHMX npaBwunl nocewleHns WHTepHeTa npwu
y4yacTum noapocTkoB W Tpebynte 6e3yCrioBHOrO €ro BbINOSIHEHUS.
O6roeopute Cc pebeHKOM CnNUCOK 3anpelweHHbIX CanToB («4YepHbIn
CMNCOKY»), Yacbl paboTbl B VIHTepHeTe, pyKOBOACTBO MO OOLLUEHMIO B
NHTepHeTe (B TOM Yucrie B yaTax).

2. KomnbtoTep ¢ noakmntodeHnem K cetn VIHTepHeT AO0MKEH HaxoauTbCs B
obLen KomHaTe.

3. He 3abuiBante 6ecegoBatb ¢ AeTbMn 06 MX Opy3bsax B VIHTepHeTe, O
TOM, YeM OHW 3aHATbLlI Takum obpasom, OyaTo pedb MAeT O APY3bsaX B
peanbHON Xun3Hn. CnpawmBanTe o NAaX, C KOTOpPbIMX AeTn obuiatTcs
nocpeacTBOM CrnyXO0 MrHoOBeHHOro obmeHa coobLleHns MK, YTOObI
ybeanTbCs, YTO 3TW NoaM UM 3HAKOMbI.

4. Wcnonb3ynTte cpeactBa ONOKMPOBAHUSA HeXenaTenbHOro KOHTEHTa Kak
AOMNOSIHEHME K CTaHOapTHOMY PoauTenbCKOMY KOHTPOJHO.



5. Heobxogmnmo 3HaTb, Kakumu YyaTamu Nnonb3yrTCH Bawun
netu. MNoowpsantencnonb3oBaHne MoLepupyembix yaToB n
HacTanBaunTe, YTObbI AeTK He 0B anucb B NPUBaATHOM peXume.

6. HactamBante Ha TOM, 4YTOObLI A4eTU HMKOrga He BCTPeYanucb JIMYHO C
ApYy3bsiMun 13

cetn NHTepHer.

1. [Npnyunte peten He BblgaBaTb CBOK  JIMYHYKO  MHOPMaUMIO
cpeacTBaMy 3fIEKTPOHHOM MOYThI, YaTOB, CUCTEM MFHOBEHHOro obmeHa
COOBLEHNAMN, PerncTpaumoHHbIX (OpM, NUYHBIX Npodunen u npu
pernctpaummn Ha KoHKypcbl B IHTepHeTe.

2. MNpuyynTte geten He 3arpyxatb nporpaMmmbl 6e3 Balero paspelueHus.
O6bACHUTE MM, YTO OHM MOTYT CIlydanHO 3arpy3uTb BUPYCbl U gpyroe
HexxenaTtenbHoe nporpamMmmMHoe obecneyeHune.

3. [pnyunte Bawero pebeHka coobuiate Bam O nNOObIX yrpo3ax wunm
TpeBorax, cBsi3aHHbIX C¢ VIHTepHeTOM. HanomHuTe OeTaM, 4YTO OHKU B
BbesonacHocTn, ecnu camu pacckasanu Bam, O CBOMX yrposax Wnu
TpeBorax. [loxBanute nx n NOCoOBeTYNTE NOAONTU ewe pa3 B NOAOOHbIX
cnyyasx.

4. Pacckaxute petam o nopHorpacpum B WHTepHete. [lomorute um
3aWMTUTLCA OT cnama. Hayunte nogpocTkoB He BblgaBaTtb B MIHTepHeTe
CBOEro pearibHOro
9IEKTPOHHOrO agpeca, He OTBeYaTb Ha HexenaTefibHble NucbMa u
Ncnonb3oBaTh crieyuaribHble NoYTOBble PUIBTPLI.

1. Mpuyunte ceba 3HakKOMUTLCA C canWTamMu, KOTOpble noceLlatoT
NOAPOCTKM.

1 2. Hayunte geten yBaxaTtb ApYrux B UHTEepHeTe. YbeauTech, YTO OHU
3HalT O TOM, YTO NpaBua XopoLlero NoBeeHNa ENCTBYIOT Be3ge —
Aaxe B BUPTyarbHOM MUpE.

1. OB6bACHUTE AeTsaM, YTO HM B KOEM Crlydae Hernb3s ucnonb3oBaTb CeTb
Anda XynuraHcTtea, pacnpocTpaHeHUsa cnneTteH unu yrpo3 apyrum
noasm.

2. Obcyaute ¢ nogpocTtkamu npobriemMbl CeTeBbIX asapTHbIX UMP U KX
BO3MOXHbIA PUCK. HanoMHUTe, YTO OeTU He MOryT urpaTtb B 9TU Urpbl
COrfnacHo 3aKOoHY.

[MOCTOSAAHHO KOHTPONUPYUTE ncnonb3oBaHne NHTepHeTa Bawwmnm pebeHkom!

OTO He HapyLleHne ero INYHOro NPoCTpaHCTBa, a Mepa
NnpeaoCTOPOXHOCTU N NposiBneHne Bawen

pOANTENBLCKON OTBETCTBEHHOCTU U 3aboThbl.



